OPERATIONAL SERVICES DIVISION

Job Aid:

How Organization Administrator Maintains Agency Users

This Job Aid shows how to:

» Add or make changes to COMMBUYS users, roles and privileges.

Of Special Note:

An Organization Administrator has access to create new, modify or inactivate users for their organization(s). A department
and a location must be set up in COMMBUYS prior to adding agency users. Consult with your Department Security
Officer (DSO) if you are a Commonwealth Department or Secretariat and obtain appropriate permissions and guidance

before assigning or changing users’ roles in COMMBUYS, in addition to reviewing COMMBUY'S policy.

Screenshot Directions

COMMBUYS

COMMBUYS

— OPERATIONAL SERVICES DIVISION ——

COMMBUYS is the onty official procurement record system for the Commonwealth of
Massachusetts’ Executive Departments. COMMBUY S offers free internet-based access to all
public procurement information posted here in order to promote transparency, increase
competition, and achieve best value for Massachusetts taxpayers.

COMMBUYS INFORMATION:

For more information on COMMBUY'S please visit the COMMBUY'S support pages.
Training and Registration for Purchasers

Training and Registration for Sellers

Job Aids for Purchasers

Job Aids for Sellers

If you hawe any questions or concerns contact the COMMBUY'S Help Desk at
COMMBUY SiEdstate. ma.us or ring us during normal business hours (8AM — SPM Monday —
Friday) at 1-888-827-8283 or 817-720-31597_

L | Register
Register here to begin using COMMBUY'S.
“endors, please read this dizclaimer prier to registering

L | Complete Registration
Complete registration here to begin using COMMBUY'S.
“endors, please read this disclaimer prior to completing registration.

L |~ Open Bids
Browse open bid opportunities.
i Active Contracts
Browse active Contracts/Blankets.
L |~ Contract & Bid Search
Search for Bids and active Contracts/Blankets.
" Registered Vendor Search

Search for registered wvendors.

Login ID:

Password:

Forgot your password?

© 2014 Periscope Holdings, Inc.
All Rights Reserved

1. Launch the COMMBUY'S website by
entering the URL
(https://lwww.commbuys.com/bso/) in the
Browser.

Log in using your Login ID and password.
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Screenshot

Organization Administrator Home
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Document Settings System Configuration Maintenance Tables

el

2

OPERATIONAL SERVICES DIVISION

Job Aid:

How Organization Administrator Maintains Agency Users

Maintain Agency
OrganizationsiDepartments/Locations
This saction is usad to administer agency
onganization, department and locafion information

Configure Approval Setings
This section s used to confiure system ssttings for
approval path mainisnance

Maintain Agency Approval Paths
This section is used to administer agency approval paths

Maintain Agency Users ]
This section is used to maintain agency users

Maintain Assignment of Commodity-EPPs to
Purchasers

This section is used to administer the association of
purchasers with commodity codes

Directions

2. From your Organization Administrator (OA)
Homepage, select Maintain Agency Users to
add new users or edit current user profiles.

Maintain Document Attachment Repository —
This section is used to mainlaﬁ;{\:h\r\mzi iu;gﬁg —_——
3. COMMBUYS opens a search box allowing
User Maintenance for: Organization DEF you to search for an existing user with several
N prppse— different criteria types.
it Lesttieme Below the search box is a list displaying
e - existing users’ Login ID’s, first and last
R — M names, and user roles currently assigned to
Location -
them.
Usar Rode
Vendor Administrator e s . .
Basic Purchasing If modifying a user profile, you can click on a
ssaren Fisis: Eemal tminimtor Login ID from the list or enter search criteria
ency Administrator . .
Progrom Administrator to find the user you want. Once you click on
Organization Administrator the Login ID, this will display the current
E‘Zﬂf‘:mm Aoosss user’s attributes, roles and permissions.
Accounts Payable o To change an existing user’s information
Inventory Administrator click the Edit button next to each heading
Inventary User . .
Template Admiristrator title to open further detail and make
, ABCDEFGHIIKLMNOPQRSTUVWEYZ ghanges. Thg information is the same
012345678810 fields as adding a new user; use the
[ il ][ Gl [T following steps as a reference.
lgal 4 Fsl L e Y Ao ) )
If you are adding a new user, click on Add
et - " i s User either in the Search box or at the bottom
BRI ‘ﬂm i o by of the page.
it} i i e Tt
B 0 i e BRI
ERANVILLAE ‘Bm Wi Kl Dt
1-25 of 160
1224587
. Add User I Exit l
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Screenshot

Add New User for: Organization DEF

User Information (fields marked with * are required)

Directions

4. To add a new user, fill in the required (*)
information along with a standard password.
The user will be prompted to change the
password when they log in for the first time,

Salutation’ - Alternate 1D so make the initial password something you

. . " can reuse (ex: commbuys1).

First Mame": Last Name™:

Phane®: Login IDs must be at least six (6) characters
Mobile Phone: in length a_nd are not case _sensmve.

Emai™ e ALogin ID must be unique and can never

mat be changed.
Job Title®: Passwords are case sensitive and must be at
Login I0* Status™ Active - least 8 characters in length.

N _ N e Passwords must contain both letter and

Password ™ Verify Password™

numbers.

NOTE: If you need to request that a user
from another organization have access to
your organization, you must submit that
request to the COMMBUY'S Helpdesk. The
request must originate from the organization
that the user needs access to.

NOTE: Users can also reset their own
passwords using either the “My Account” on
the gray header bar (when logged in) or by
using the Forgot Password link on the Home
Page (if they have forgotten the password last
set and have access to their email account
from their user profile).

User Defaults

5. The User Defaults section is required if the

user has a role of Basic Purchaser or

Department Access. (Accounts Payable will

be for Phase Il.)

o Department: New documents the user
creates will generate with this department
displayed.

Organization: Operational Services Division

o Department, Location and Defaut Bil-to are required if the user has a role of Basic Purchasing, Department Access, Accounts Payable or Inventory User ° Locatlon:_ NeW dOCUf:nent.S the U§er
creates will display with this location.

Peperment M T e Default Ship-to and Bill-to: Use the

Dsfaut Shipdo Address TE) Detaut Bilo Adgress: eyeglass icon to search for addresses.
Only the Bill-to is required.

Default Account Code: @ Defautt Purchaser: ¢ DefaUIt Account COde: Phase ”

o Default Purchaser: Optional. New
documents the user creates will generate
with this purchaser assigned to the
document.

Enter a Department, Location and Default Bill-
to for this user.
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Screenshot

Purchasing Rules

Open Market Req Limi:

0.00 Direct Release/All RPA Types Limt:
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0.00 Direct Open Market Limit:

.00

ﬁ For s usér wih dgpariment aocess o defauk requiston eaton prvieges) wi be added an save.
i Defaukeaton

Forbaaf (s Iy defaut ocsin privkege B

Clck Save & Mot Locafion Privkge' et on s department userand go o

iy

P T e e T ——
T Vendar Adriisheinr
7 Baschintusny Oy Fme s [ Can et Denand e || EP Spenr
= bl

[ PO 1 e ot | Pt [ Pogan g

T Orgenizafion Adminirzhor

[ DepmentACOEss Dot s e Prge e

(A deperimentiocafon supsruser must be & requisimer]
i Deparimest Aceess user, setup s useras
User is en Apprver Disaltrw AdbHoc Rzpading
‘ow PDRicegs fr Dsparinest Access Rk
Enate Change Order Cregion
Tepatnen Byer Fraied
Mlrw Requistnn tem brpart
1 haiy
: ‘Aocounis Payaie

Accourts Payalie Ruk Pickege Type: Dsalow AdHec Reparing

B Inveniory Admiristrator A% gt i

7 ey User

7 o Tenp st g

tow R tem g || Alow Coct ot || Dsalow Adoc Reprig

Directions

6. Scroll down to Purchasing Rules. If a
dollar amount is entered, the new user will not
be able to create documents that exceed the
dollar limits set.

Note: 0.00 means there is no limit.

7. Scroll down to Roles and check the
appropriate boxes for user privileges. Roles
determine what a user is permitted to access
and what actions they can perform

Basic Purchasing will allow the user to
create Requisitions, Bids, and Purchase
Orders.

e BP Supervisor will allow someone to work
on documents a specified Basic
Purchasing user has started. A dropdown
will pop-up and you will choose which BP
users this supervisor will supervise.

Department Access will allow the user to be

either a Requisitioner or Contract Shopper.

e Superuser allows the employee privileges
to view and act on all requisitions within a
department or location.

e Contract Shoppers can only buy off
Master Blanket Purchase Orders.

e Requisitioner can create all types of
requisitions.

e Useris an approver, gives approval rights
and is allowed to be on approval paths.

For both above roles, Disallow Ad Hoc
Reporting removes the ability to print out
reports which is shown in the upper right
menu bar.

Inquiry role can view documents but are
unable to create or edit them.

Grant Template Admin Rights allows this
user to draft new reusable automatic forms
pushed out to the COMMBUYS community —
currently not working.

Now that we have entered all the required
fields to create a new user, click Save and
Exit.
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Screenshot Directions

8. If you chose Department Access user, a

: - new section titled Location Privileges will
Location Privileges m populate below the Roles field. You can add

e or delete department and/or location
Deparment Location privileges for this user.
STUO1 - Department of STU STUD1 - Mai Street
o Department superuser — allows access to
T = selectAl the department selected. You can then
STUDI - DepanentafSTU + T @ add additional departments to their profile.

I ]

e Location superuser — allows access to the
location selected. You can then add
additional locations within that department
or a new department within your
organization.

NOTE: You may also give this user the ability

to buy for all departments and locations by

selecting Add All Dept/Locs.

e You may restore user’s original
department and location by pressing
Restore User Defaults.
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